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Consulting

Before You Begin

Installation of the Netscape Enterprise Server must be performed from a client workstation.
Workstation Requirements

Windows 95, Windows 98 or Windows NT 4.0
32-hit version of the NetWare client

Netscape browser version 3.x or above

100 MB of free disk space.

Server Requirements

NetWare 4.11 or higher with Support Pack 4

CLIB 4.11J (If version 4.11J or higher is not detected, the installation process will install it
automatically.)

Long filename support

To add long filename support, at server console type load long.nam and press ENTER
At server console type add name space long to <volume name>

Novell’s NLDAP gateway

If you want to integrate users and groups from your NDS tree with Enterprise's directory,
Novell's NLDAP Gateway must be installed.

32 MB of RAM minimum (64 MB recommended)
At least 100 MB of free disk space on the SY'S: volume
DNS must be running ard accessible from the network to which the server is attached.
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The Person Ingtalling the Enterprise Server Needs

Administrative rights to the sys: volume of the NetWare server
|P address and netmask of the NetWare server

| P gateway providing service to the NetWare server

DNS hostname for the NetWare server

Address of a DNS server to be used for | P address resolution.

Register Web Server Domain Name with M OREnet

For Instructions on Domain Name Service Registration go to:

http://www.more.net/services/managed/dns/index.html

I nstallation

1.

Download file for Netscape Enterprise Server -- sdlf-extracting executable. (Available from
Novell's Web site at hitp://www.novell.com) Follow the links for Download and Netscape
Servers for NetWare. After file is downloaded, go to the directory where downloaded file is
stored and double click the file.

From the Windows Task Bar select Start
Select Run

Browse to directory where Enterprise files were extracted and select setup.exe. (Note: If you
are installing from a compact disc and the CD-ROM drive is D:, you would type
D:\setup.exe)

Click Open
Click OK

Netscape Enterprise Server for NetWare Welcome window appears. (Figure 1)
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Figure 1 NetWare Welcome Screen
8. Click Next

9. License Agreement window appears.
10. Click Yes.

11. Choose Destination Location window appears. (Figure 2)

Choose Destination Location [ x|

Use the Browse button to select a drive mapped to the 5Y5:
N ove " volume of a Metwiare 4.11 [or later] server. & dive can be
: mapped by clicking on Metwark and browsing the tree to find the
target gerver. Logon, map the 575: volume, then click OF.

Click Cancel to exit the installation prograrm.

Destination Folder
0 ’7 Browse. .. |

Cancel |

Figure 2 Choose Destination L ocation Screen

12. Click Browse and select destination (Note: You must choose a drive mapped to the sys.
volume on the server.)

13. After destination folder has been sdlected, Click Next.

14. Configure Server window appears. (Figure 3)
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Configure Server

The following settings will be used. By default, the Host Name is

N ove " set to match the IP address of this server.

If these settings are not comect, please enter the comrect values.

IP &ddiess |

Host Mame ||

< Back I Mest > I Cancel

Figure 3 Configure Server Screen

15. Enter appropriate information.

|P address— |P Address of destination server

Host Name -- domain server name of destination server i.e. servername.k12.mo.us.
(Note: To use a Host Name during installation, your server must have an entry in a DNS
server. If you have not registered a name, you can use the | P address of the server.)

15. Click Next

16. Web Server Configuration window appears. (Figure 4)

Server Configuration E

The zerver runs on a unique network. part that can be
N ove " specified az part of the Univerzal Resource Locator [UBL)
‘ address line [e.g.. http://Servetame:80¢). The standard
port number uzed by world Wide Web servers is 80,

Server Port IE

B f

< Back I Mest » I Cancel

Figure4 Web Server Configuration Screen

17. Enter Server Port number.

If you use a port other than the default port (80), the address used to gain access to your
homepage will change. i.e. If port 763 is used, the address for the server would be
servername.k12.mo.us:. 763/
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18. Click Next.

19. Administrative Server Port Configuration window appears. (Figure 5)

Administration Server Port Configuration

The adminiztration zerver ming on a different port from ather
N ove " servers on this system. This port number determines how it
: can be accezzed. A random port number has been chozen
below.

Acmin Port [EEEE

< Back I Meut » I Cancel |

Figure 5 Administrative Server Port Configuration Screen

20. Enter Admin Port number.

By default, setup generates a random number. Y ou may accept the random number or
choose a number yourself. Using a random number will make it more difficult for
someone to gain unauthorized access to your server. If you choose to enter a different
port number, make sure the number isn't in use. If the number is being used, the
installation program will prompt you for another port. (Note: You will need to remember
this port number. It is used to access the Administration Server.)

21. Click Next
22. An Administration Port Information window appears.
23. Click OK

24. Administration Server Authentication window appears. (Figure 6)
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Administration Server Authentication

N ove " Access to the administration server is restricted to peaple whao
. knows the username and pazsword. when pou accesz the
adminizstration server, you will be prompted for a usemame and
pazsword.
!.
= Usemame: ||

‘—‘( Paszzword: I

Confirm Password: I

< Back I Mext > I Cancel |

Figure 6 Administration Server Authentication Screen

25. Enter a Username and Password. (These will be used to access the Administration Server.)
26. Click Next

27. LDAP information window appears.

You can use LDAP to administer user and group information on the server. If you have

LDAP for NDS installed, you can also administer the user and group information from
NWAdmin.

28. Click Next

29. Autoexec.ncf Options window appears. (Figure 7)

Autoexec_ncf Dptions

Do you want the AUTOEXEC.MCF file changed so
N ove ", thiz Metzzape Server for Mefw/ane
will run when the Metw are Server iz restarted?

y " Do not change the Autoexec.ncf fils.
1 {+' (Change the Autoexec. nef file

Once you have selected the option you wish to install, press the

ﬁ Mext button ta complete the installation.

< Back I Hext > I Cancel

Figure 7 Autoexec.ncf Options Screen
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30. Make selection, Click Next. (If Change the autoexec.ncf file is selected, the Enterprise server
will automatically start each time the NetWare server is started.)

31. Start Copying Files window appears.

32. Review the information you've entered so far. If you've entered something incorrectly, you
can go backward through the previous screens by clicking the Back button.

33. Click Next to begin the installation..
34. The Installation Program copies files.

35. Setup Complete window appears. (Figure 8)

Setup Complete

Setup has finished ingtaling Metscape Enterprize Server for

N ove " Metiw'are on your computer.

Setup can launch the Read Me file and MNetscape Enterprize
Server for Mefw are, Choose the oplions you want below.

== ¥ Wiew the Fead Me file.

\;F ¥ Launch server.

5 Click Finizh to complete Setup.
& =)
& e

<Oack | Finish

Figure 8 Setup Complete Screen
36. You have the option of viewing the Read Me file and/or launching Enterprise server.

37. Click Finish to complete setup.

38. Restart server.
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Change Configuration of Netscape Enterprise Server and Administration
Server

The Server Administration page is used to access configuration forms for Netscape Enterprise
Server and Administration Server To access the default Server Administration page, the
Administration Server must be loaded on the Novell server. (Note: If you selected the "Change
Autoexe.ncf" option during the Enterprise Server installation, skip to number 2)

1. At server console type nsweb (This command executes an NCF file that starts the server.)

2. Open aWeb browser and enter the address of the Administration Server. (Note: The browser
must be Netscape 3.x or higher)

The address of the Administration Server consists of the server’s host name or |P address,
a colon and the administration server’s port number. (The host name and administration
server port number were configured during the Enterprise server installation) Example:

http://nyserver.kl2. mo. us: 92236

1. Enter User Name and Password when prompted. (These were configured during the
Enterprise server installation.)

2. The Server Administration page appears. (Figure 9)

poe

# Metscape Server Selector - Netscape

= Edit Wiew Go Communicator Help
v wthookmarks A Nelsite:I:.-".-"2D?.‘IBD.‘I34.140:22B?2.-"admin-serv.-"bin;"idx-adm_:Jthat'sHeIated m

NETSCAPE SERVER ADMINISTRATION

Contact Novell

GENERAL ADMINISTRATION

SERVERS SUPPORTING (GENERAL ADMINISTRATION:

Netscape Enterprise Server

@ == [Document: Dane EE e

Figure 9 Netscape Server Administration Screen

From the Server Administration page you can access Online Help (Help link in upper right),
configuration forms for the administration server (icons under General Administration), and
configuration forms for the Netscape Enterprise Server (server name button under Servers
Supporting General Administration). Y ou can also stop and start the Enterprise Server from this

page.
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Stop/Start Netscape Enter prise Server

Once installed, the Enterprise server runs constantly. If the server is running, the Onicon in the
Server Administration page appears green. The server can be stopped and started by clicking the
Off and On icons. (Note: If the server is running and the On button is clicked, the server will
restart.) The Enterprise server can aso be stopped and started from the Novell server console.

1. To stop the server, at server console type unload nshttpd.

2. To start the server, at server console type nsweb

Netscape Enter prise Server Configuration

Forms used to configure the Netscape Enterprise Server are accessed through Server Manager.
Server Manager is a three-frame page with category buttons in the top frame and form links in
the left frame. To use Server manager, click a category button in the top frame, then click aform
link in the left frame. A form appears in the right frame where you can select options and specify
values to configure the server. To save changes click OK.

Open Server M anager

On Server Administration page, Click the Enterprise server name button (Under Servers
Supporting General Administration). Category buttons include Server Preferences, Programs,
Server Status, Configuration Styles, and Content Management. By default Server Preferencesis
selected.

Publish Documents

The Netscape Enterprise Web Server uses SY SN OVONY X\SUITESPOT\DOCS as the default
Primary Document Directory.

Change Primary Document Directory

From the Server Manager Page click Content Management
Click Primary Document Directory

Type the full path name for the Primary Document Directory
Click OK

Click Save and Apply

agrODNE
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Specify Additional Directories

1. From the Server Manager Page click Content Management

2. Click Additional Document Directories.

3. Inthe URL Prefix field type a“logical” directory name to appear as part of the web address.

4. Inthe Map To Directory field, type the “absolute” path of the directory where the
information is stored. (i.e. If John Doe wants to publish information located in his home
directory, you could list the “logical” directory as JDOR and the absolute path as
\HOM BJOHNDOE. When users access http:\\wherever.k12.mo.us\jdoe\ they would actually
be looking at information in the \HOM BJOHNDOE directory.)

5. Click OK.

Additional Configuration Options

Additional Enterprise Server configuration forms available through Server Preferences.
On/Off — Turn server on or off.
View Server Settings— View technical and content settings (Figure 10)

Y Netscape Enterprise Server - Netscape

Edit “iew Go Communicator Help

o w# T Bockmaks A NetsiteIhttp:.-".v‘ZD?J80.134.140:22B?2.-"https-patti_svr.-"bin.-"index

_vJ ‘W’hal's Fielated m

View Server Settings

View Server
https-patti_svr: The serveris currently up.

|Technica| Settings (magnus.conf)

|Ser\rer Root Inovonyx/suitespotihttps-PATTI_SVR.

|Hostname mercury.consulting.more.net.

|IP address: 207.160.134.140.

[Port 80

|Error log Inovonyxisuitespotthttps-PATTI_SVR/logsierrors.

[MTA host: name-of-mail-server.

INNTP host name-of-news-server.

[DNS off -
[Dacument Dane EE Al
Figure 10 View Server Settings Screen

Restore Configuration — View or restore a backup copy of configuration files.
Performance Tuning -- Configure server's technical options, i.e. number of maximum
simultaneous requests, listen-queue size, and DNS usage

MIME Types— Add or remove MIME types

Network Settings — Change server’s network settings (Figure 11)
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Figure 11 Network Settings Screen

Error Responses — Specify a custom error response that sends a detailed message when
errors are encountered

Restrict Access— Manage server’'s access control list

Encryption On/Off — Turn encryption on or off, change port number, select aias
Encryption Preferences — Change encryption preferences

Form Links available through Programs
CGl Directory — Change or add CGl directory path
CGl File Type — Specify CGI as afile type
Query Handler — Specify default query handler CGI program
Server Side Javascript — Activate server side Javascript

Form Links available through Server Status
View Access Log — View active and archived log files
View Error Log — View error log file contents i.e. errors, information messages, incorrect
user authentication attempts
Monitor Current Activity — Monitor server’s current resource usage
Archive Log — Specify parameters for archiving log files
Log Preferences — Specify configuration parameters for log files
Generate Report — Generae server statistic reports (Figure 12)
SNMP Subagent Configuration -- Specify parameters to monitor server in real time.

Installing and Configuring Netscape Enterprise Server for Netware 4.11 Page 11



i Hetrcaps Entesy

- Hetrap T T —
Fa Edk Waw Do Cosvsadsiol  Hep
o f Buckmaks A Hele | 4007 18013 A0 ZE I e path_sntantrde =] " whais Renad R

B SER

Server
Status Generate Report

BEEVEE Fiaee |

b’ll::u:y.mmul:nnﬂ.rﬂ:q -

Datput kype:
& Gutput in OTRL
© Dutput in plain text

Lag File: WHo accesx loge Rave been created.

Datpat Files|

| ‘I_"Iﬂ

=l [ Dot Dore |k Wb o TE

Figure 12 Generate Report Screen

Form Links available through Configuration Styles (Note: Configuration styles are used to

apply a set of options to specific files or directories.
- New Style— Create anew style
Remove Style — Remove a style
Edit Style— Edit astyle
Assign Style— Assign astyle
List Assignments — List style assignments

Form Links available through Content Management
Primary Document Directory — Primary directory path information

Additiona Document Directories — Specify paths to additional directories

Document Preferences — Specify document preferences (Figure 13)
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Figure 13 Document Prefer ences Screen

URL Forwarding — Specify forwarding addresses

Hardware Virtua Servers — Specify configuration for Hardware Virtual Server
Software Virtual Servers— Specify configuration for Software Virtual Server
International Characters — Specify international character character set
Document Footer — Specify configuration for document footer

Parse HTML — Activate and configure server-parsed HTML

Cache Control Directives— Controls for information caching

Form Links available through Web Publishing System
Web Publishing State -- Turn Web Publishing On or Off
Web Publishing Language -- Specify Language (Default English)
Maintain Web Publishing Data -- Select functions to maintain Web Publishing Data
Link Management -- Automatic Link Checking and Updating configuration
Version Control -- Allows you to keep track of files and documents as they are updated
and changed
Unlock File -- Allows you to unlock alocked file
Add Custom Property -- Allows you to add your own custom web publisher file
properties
Manage Properties-- List al file properties available for use.
Index and Update Properties -- Used to perform bulk indexing of documents and
assignment of owner properties for files included in collection.
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Form Links available through Agents & Search
Agent Management -- Parameters for Agent Services. (Note: To use Agent Services,
MTA and NNTP hosts must be defined for your server.)
Search State -- Turn Search Capabilities On or Off
New Collection -- Create a collection that indexes the content of all or some of the files
in adirectory
Configure Collection -- Modify initial collection settings
Update Collection -- Add or remove filesin a collection
Maintain Collection -- Perform Maintenance on a collection
Schedule Collection Maintenance -- Schedule collection maintenance at regular intervals.
Remove Scheduled Collection Maintenance -- Used to remove scheduled collection
maintenance
Search Configuration -- set default parameters governing what search results users see.
Search Pattern Files -- Define layout of text search interface.

Administration Server Configuration
Forms used to configure the Administration Server are accessed through the Server

Administration page. Category buttons include Admin Preferences, Global Settings, User &
Groups, Keys & Certificates, and Cluster Management.

Bl Edi -wew Go Dommuncaior  Help

: Shut Down the
Administrative Server

Shil dowsn the adminisiralve saner| |

Help

-
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Figure 14 Admin Preferences Screen
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Form Links available through Admin Preferences (Figure 14)
Shut Down — Shut down administrative server.
Network Settings — Change or reset settings for admin server port.
SuperUser Access Control — Configure server access parametersi.e. hosthames to alow,
| P addresses to allow, authentication user name, authentication password
Turn On/Off SSL — Turn encryption on and off and configure an alias
Security Preferences — Specify security preferences
Logging Options — Define paths for log files
View Access Log — View access log information
View Error Log — View error log information

Form Links available through Global Settings
Configure Directory Service — Specify location to be used to obtain directory services for
organizing users and groups.

Form Links available through Users & Groups
New User -- Create and edit users
Manage Users — Find users
New Group — Create and edit groups
Manage Groups — Find groups
New Organizational Unit — Create organizational unit
Manage Organizational Units— Find organizational units
Import — Import directory information from LDIF file
Export — Export directory Information to LDIF file

Form Links available through Keys & Certificates
- Create Alias— Create alias using existing files
Remove Alias — Remove an dias
List Aliases—List all aiases
Generate Key — Generate a key pair file
Change Kay Password — Change akey pair file password
Request Certificate — Request a server certificate
Install Certificate — Install a server certificate
Manage Certificates — Manage server certificates

Form Links available through Cluster Management
Cluster Control — Control cluster servers
Add Server -- Add remote server to cluster database
Modify Server — Modify cluster server
Remove Server — Remove server from cluster
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